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DEN ςKnowledge 
institute for Culture & 
Digital Transformation

Å DEN is the driving force begind digital 
transformation in the cultural sector.

Å We identify trends, support innovation , 
develop knowledge and tools, foster a vibrant 
community and provide training.

Å We work towards a stimulating ecosystem .

Å We make digital transformation manageable
so cultural professionals can confidently put it
into practice .
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Agenda

Programme
1. When culture becomes a target: why cybersecurity is essential
2. AI & Cybersecurity
3. Explanation of the cybersecurity roadmap for the cultural sector
4. Questions
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1.
Which type of cyberattack has 
your cultural institution 
experienced in the past year?



2.
Where does your organization 
currently face the biggest 
challenge in cybersecurity?



1.
When culture 
becomes a target



Louvre Museum

ÅGaps in computer security

Å Software systems may be old and 
outdated

ÅClassics mistakes: easy passwords for 
important systems

Å Some systems were unning on Windows 
Server 2003
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Å Cyberincident involving unauthorized 
access to internal systems and sensitive 
data

ÅMedia report that acess codes, floor 
plans, camera locations and a 
photographic archive were affected 

Å Ransom demand and criminal 
investigation

Å Some areas temporarily closed and 
valuable objects temporarily relocated

De Galleria degli Uffizi
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Å Ramsomware attack by the LockBit group , 
which stole data, encrypted systems and
demanded payment

Å Hackers accessed collection photos , 
administrative files and personal information, 
disrupting daily operations

Å The museum refused to negotiate . Tanks to
(paper) back - ups only a week of work was lost

Å Unclear how the attackers got in

Veenkoloniaal Museum in 
Veendam
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Cybersecurity
AI &
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The AI model too
dangerous to release

Å April 2026: Anthropic releases Claude 
Mythos, an AI model so powerful they 
refuse to make it public

Å Mythos can find hidden security 
weaknesses in almost every major 
operating system and browser, on its own

Å Instead of a public release: Project 
Glasswing, a coalition of 12 trusted tech 
companies including Google, Microsoft 
and CrowdStrike

Å Their mission: patch vulnerabilities before 
attackers find themAnthropic committed 
$100M to defensive use only
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ά!ǊǘƛŦƛŎƛŀƭ ƛƴǘŜƭƭƛƎŜƴŎŜ Ƙŀǎ 
become a defining element of 
the threat landscape. By 
early 2025, AI supported 
phishing campaigns 
reportedly represented 
more than 80 percent of 
observed social engineering 
ŀŎǘƛǾƛǘȅ ǿƻǊƭŘǿƛŘŜΦέ
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AI makes existing attacks 
faster and more dangerous

Å Criminals are not using AI to invent 
new attacks, but to make existing ones 
much more effective

Å From creating fake identities to 
automatically translating phishing 
messages into any language

Å Incidents involving AI - driven attacks 
rose by an average of 89% in 2025

Å The entire attack chain is now being 
automated, from preparation to 
execution

Source: CrowdStrike Global Threat Report 2026



Shadow AI

What is it?
Å Employees using AI tools like ChatGPT 

for work without IT knowing

What can you do?
Å Know what tools your staff are already 

using

Å Define clearly what data must never go 
into an AI tool

Å Create an AI policy together with your team: which tools are allowed, for what purpose, and with what data
Å Make sure everyone knows what to do when something goes wrong

Å GDPR is the European law that protects personal data, if visitor or donor data ends up in an unsanctioned AI 
tool, you may be in violation without knowing it

Source: Palo Alto Networks / IBM Cost of a Data Breach Report 2025



AI is changing both sides of 
the game

Å1 in 6 breaches now involves attackers using AI, 
mainly phishing and deepfakes
ÅOrganizations using AI in their security saved 
$1.9M per breach on average
Source: IBM Cost of a Data Breach Report 2025



1.
Roadmap 
cybersecurity in 
cultural organisations



Resilience and adaptability

Protection against threats or 
negative influences

Het vermogen om te herstellen na tegen en 
hiervan te leren

Focused on prevention Focused on recovery

Proactive Reactive

Strengthening your defenses and 
preventing you organisation from 

becoming a target of 
cybercriminials

Adaptability and the ability to improve your 
systems
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Four steps
Step 1

Identify your crown jewels

Step 2
Risk analysis and prioritisation

Step 3
Measures and responsibilities

Step 4

Monitoring and adjustment
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1.
Identify your crown 
jewels



What are crown jewels?

Crown jewels are:
ÅCritical processes
ÅEssential systems
ÅSensitive information
ÅIndispensable suppliers

So important that your organisation would face 
serious problems if they fail.
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Examples of crown jewels for museums

ÅTicketing system
ÅCRM
ÅCollectiebeheer
ÅClimate control system in museums
ÅWebsite and other communication channels

How to map this:

Process System Impact of downtime Who is responsible
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2.
Risk analysis and 
prioritization



Risk and impact analysis

Risk and impact analysis is about the cyber risks your museum faces and which of 
those you are willing to accept.

Common cyberatacks
ÅPhishing mails
ÅFake login pages
ÅRansomeware
ÅStolen passwords
ÅCEO fraud
ÅAbuse of supplier accounts
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Risk Matrix

How do you determine priorities?

Risk = Likelihood x Impact

Low impact High impact

Low likelihood Accept or monitor Prepare

Hight likelihood Mitigate Act immediately
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3.
Measures and 
responsibility



Security controls

Categories of control measures
1. Governance
2. Policy
3. IT ecurity
4. Awareness & training
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Example of measures

ÅMultifactor authentication
ÅMake and test backups
Å Install updates
ÅLimit access rights
ÅPhishing training
ÅCreate an incident response procedure
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